‘CLOUDFLARE‘

AREA 1 SECURITY

Email Security for Gmail
Message Retraction

Deployment and Configuration Guide

Area 1 Horizon Overview

Phishing is the root cause of 95% of security breaches that lead to financial loss and
brand damage. Area 1 Horizon is a cloud based service that stops phishing attacks, the
#1 cybersecurity threat, across all traffic vectors - email, web and network.

With globally distributed sensors & comprehensive attack analytics, Area 1 Horizon
proactively identifies phishing campaigns, attacker infrastructure, and attack delivery
mechanisms during the earliest stages of a phishing attack cycle. Using flexible
enforcement platforms, Area 1 Horizon allows customers to take preemptive action
against these targeted phishing attacks across all vectors - email, web and network;
either at the edge or in the cloud.
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Configuration Steps

Step 1: Configure Project and Service account in GCP

Step 2: Sharing the Service Account JSON Key with Area 1
Step 3: Configure Auto-Retraction Actions in Area 1 Horizon
Step 4: Adjust the Hop Count in Area 1 Horizon

Step 5: Configure Bcc or Journaling in Google Workspaces
Manual Retractions



Step 1: Configure Project and Service account in GCP

In order to allow Area 1 to retract messages from Gmail inboxes, a service account needs
to be created as part of a GCP Project.

1. Access the Google Cloud Console (https://console.cloud.google.com). From the
Dashboard, you can click the CREATE PROJECT button to start a new project.

= Google Cloud Platform B s s ~ Q Search products and resources

Dashboard

@  Pagenot viewable for organizations. To view this page, select a project. SELECT PROJECT | CREATE PROJECT

Select a recent project

My First Project

Project ID:
Organization
Accesse d Dec 16, 2020

2. Provide the details for the new project and fill in with the appropriate information
from your organization. Click the CREATE button to start your new project.

= Google Cloud Platform Q  Search products and resources v =0 a2 : O
New Project

Project name *

Message Retraction )

Project ID: message-retraction. It cannot be changed later, EDIT

Organization *
= - @
Select an organization to attach t to a project. This selection can' be changed later.

Location *
== BROWSE

Parent organization o folder




3. Once the new project has been created, the GCP console will automatically
redirect you to the Project console, if not, you can use the Project selector to

change to the new project you just created.

Message Retraction ~

Google Cloud Platform

Q  Search products and resources

DASHBOARD ACTIVITY RECOMMENDATIONS

Se Project info H

Project name
Message Retraction

Project ID
message-retraction

Project number

ADD PEOPLE TO THIS PROJECT

= Goto project settings

& Resources

“This project has no resources

WP APls

Requests (requests/sec)

A Nodata is available for the selected time frame.

zpm 215 230 245

> Go to APIs overview

/' CUSTOMIZE

& Google Cloud Platform status H

Al services normal

- Goto Cloud status dashboard

= Trace H

& Billing H
Estimated charges USD $0.00
For the billing period Jun 1 - 21,2021

BE Take a tour of billing

> View detailed charges

Z= Monitoring H

Create my dashboard

4. Access the APIs & Services configuration console to enable APl access to this
project. You can find a link to the APIs & Services console under the Getting

Started card:

Google Cloud Platform

Message Retraction v

Q  search products and resources

DASHBOARD ACTIVITY RECOMMENDATIONS

8@ Projectinfo H

Project name
Message Retraction

Project ID
message-retraction

Project number

ADD PEOPLE TO THIS PROJECT

- Goto project settings

& Resources H

This project has no resources

PI APls

Requests (requests/sec)

A No datais available for the selected time frame.

- Go to APIs overview

/' CUSTOMIZE

& Google Cloud Platform status H

Al services normal

-5 Goto Cloud status dashboard

& Billing H

Estimated charges UsD $0.00

For the billing period Jun 1 - 21,2021

B Takeatour of biling

> View detailed charges

Trace

No trace data from the past 7 days

—> Get started with Trace

® Getting Started H

_

Y Deploy a prebuitt solution

% Add dynamic logging to a running application
() Monitor errors with Error Reporting

@ Deploy a Hello World app

{E} Take a VM quickstart

= Create a Cloud Storage bucket

(=) create a Cloud Function

& nstall the Cloud SDK

> Explore all tutorials

Z= Monitoring H
Create my dashboard
Set up alerting policies

Create uptime checks

View all dashboards.

= Goto Monitoring

@ Error Reporting H

No sign of any errors. Have you set up Error Reporting?

= Leam how to set up Error Reporting

2 News H
What's new with Google Cloud
2 hours ago
Leveraging BigQuery Public Boundaries datasets for geospatial
analytics
3 hours ago
BigQuery
6 hours ago

security enables access to data

=>_Readall news




5. Click the + ENABLE APIS AND SERVICES button to open the API Library.

Google Cloud Platform s Message Retraction Q  Search products and resources

API APIs & Services APIs & Services
# Deshboard Thour Ghours 1zhours Tday 2days 4days 7days 14days 30days
# o Library
o Credentials Traffic ¥ Errors *
106
& OAuthconsent screen
osis
Domain verification
o «
.  Page usage agreements A Nodatais available for the selected time frame. . A No data is available for the selected time frame. .
s
218 2
May 30 Jun 06 aun 13 Jun2o May 30 Jun0s aun 13 Jun20
Median latency ¥

6. You will need to enable the Admin SDK API and the Gmail API. From the API
Library and locate the Google Workspace section of the Library and click the
View All link to access all the available APIs for Google Workspace:

Google Cloud Platform 3= Message Retraction v

& API Library
"

Welcome to the API Library [ J

The API Library has documentation, links, and a smart search experience.

Q  [search for APIs & Services

Networking (7)
st ) Google Workspace
Security (5)

Security Command Center Ser.. (1)

Social (4) L M

Storage (6) Google Drive AP Google Calendar API Gmail API Google Sheets AP
YouTube (3) Google Enterprise APl @ Google Enterprise APl @ Google Enterprise APl @ Google Enterprise APl @
Other (43) The Google Drive AP allows clients Integrate with Google Calendar Flexible, RESTul access to the. The Sheets API gives you full

to access resources from Google using the Calendar AP user's inbox control over the content and
PRICE Drive appearence of your spreadsheet
Free (1)

Paid (4)




7. Select the Admin SDK API:

Google Cloud Platform

Message Retraction ~

API API Library

Q search for APIs & Services

API Library > Google Workspace

Fiter by Google Workspace
carecory
Google Workspace @ 18 results

Admin SDK AP

Google Enterprise APl @

Admin SDK lets

Apps Script API
Google Enterprise APl @

enterprise domains to view and
manage resources like user,.

Enterprise License Manager
API

Google Enterprise APl @

‘The Google Enterprise License

Manager API's allows you to
license apps for all the users of a.

An API for and executing
Google Apps Script projects.

G Suite Marketplace API
Google

Lets your G Suite Marketplace
applications integrate with Google

Audit API
Google Enterprise APl @
The Audit APl allows domain

administrators to view actions of
users in their domain in various...

G Suite Vault API
Google Enterprise APl @

Archiving and eDiscovery for G
Suite.

CalDAV API
Google Enterprise APl @

The CalDAV AP lets you manage
Your Google calendars and events.

™M

Gmail API
Google Enterprise APl @

Flexible, RESTful access to the.
user's inbox

Google Cloud Platform

Admin SDK API

Google Enterprise API

Admin SDK lets administrators of enterprise domains to view and manage

resources like user,..

TRY THIS API (2

OVERVIEW DOCUMENTATION

Overview

Admin SDK lets administrators of enterprise domains to view and manage
resources like user, groups ete. It also provides audit and usage reports of
o

Additional details

Type: SaaS & APIs

8. Click the Enable button to activate the Admin SDK API:




Google Cloud Platform

Message Retraction ~

API API Library

Q search for APIs & Services

API Library > Google Workspace

Fiter by Google Workspace
carecory
Google Workspace @ 18 results

Admin SDK AP

Google Enterprise APl @

Admin SDK lets

Apps Script API
Google Enterprise APl @

enterprise domains to view and
manage resources like user,.

Enterprise License Manager
API

Google Enterprise APl @

‘The Google Enterprise License

Manager API's allows you to
license apps for all the users of a.

An API for
Google Apps Script projects.

G Suite Marketplace API
Google

Lets your G Suite Marketplace

and executing

applications integrate with Google

Audit API

Google Enterprise APl @

The Audit APl allows domain
administrators to view actions of
users in their domain in various...

G Suite Vault API
Google Enterprise APl @

Archiving and eDiscovery for G
Suite.

9. Return to the Google Workspace API library and select the Gmail API:

CalDAV API
Google Enterprise APl @

The CalDAV AP lets you manage
Your Google calendars and events.

™M

Gmail API
Google Enterprise APl @

Flexible, RESTful access to the.
user's inbox

Message Retraction v

Gmail API

Google

Flexible, RESTful access to the user's inbox

TRYTHIS API 4

OVERVIEW DOCUMENTATION SUPPORT

Overview

The Gmail API lets you view and manage Gmail mailbox data like threads,

messages, and labels.

Q

Search products and resources

Type: SaaS & APIs
L ast undated: 315

Additional details

7

10. Click the ENABLE button to activate the Gmail API:




11. You will now need to create a Service Account to use the APIl. From the Gmail API
console, click the Credentials option on the left navigation bar to start the
process:

= Google Cloud Platform 3+ Message Retraction v Q  Search products and resources v " 00 : O

A 7le bSerees Overview W DISABLE API
Gmail API

1l Ovenview

@  Touse this AP|, you may need credentials. Click ‘Create credentials'to get started. CREATE CREDENTIALS
@l Metrics —_—

(= Quotas

ZZ Details 4 Traffic by response code
Name

Request/sec (2 hr average)
Gmail API

By o
Google

Service name

gmail.googleapis.com oss

A Nodatais available for the selected time frame.
Overview

‘The Gmail AP! lets you view and manage Gmail
mailbox data like threads, messages, and labels.

12. Click the + CREATE CREDENTIALS menu option, followed by Service account, to
start the process:

Google Cloud Platform 3 Message Retraction v Q@ Search products and resources v e
™M APIs & Services " n 7o
i DELETE

Gmail API Credentials -

OAuth client ID
Credentials con Requests user consent so your app can access the user's data

1l Overvew

af - Metrics To view all credentials v | Service account
Enables server-to-server, app-level authentication using robot accounts

2 Quotas
A Remember t N CONFIGURE CONSENT SCREEN
Help me choose ———

Asks a few questions to help you decide which type of credential to use

OAuth 2.0 Client IDs

o« Credentials

O Name Creation date Type Client ID

No OAuth clients to display




13. In the Service account details section, provide the details of the service account
and click the CREATE AND CONTINUE button:
e Service account name (e.g. Message Retraction Service Account)
Service account ID (value is automatically generated)
Service account description (e.g. Area 1 Message Retraction)

Google Cloud Platform 2 Message Retraction Q_ Search products and resources
e IAM & Admin Create service account
- 1AM . .
© Service account details
©  Identity & Organization Service account name
2 Policy Troubleshooter
B Policy Analyzer
ge-retracti m.g i X C
B Organization Policies

Service account description

°3  Service Accounts Area 1 Message Retraction
2 Viorkosd Hentiy Federation Describe what this service account will o
@ Labels
CREATE AND CONTINUE
» Tags
s . . .
% seings Grant this service account access to project
@ Privacy & Security (optional)
|

& Identity-Aware Proxy . N .

© Grant users access to this service account (optional)
=  Roles

m ‘CANCEL
= Auditlogs

et nventory IS

14. In the Grant this service account access to project section, click the Select a role
dropdown. On the left column, find the Project item and select the Owner role on
the right column:

Google Cloud Platform 3+ Message Retraction v @ Search products and resources

Q Rl

|AM & Admin Create service account
2 1AM
@& Service account details
©  Identity & Organization |
A Policy Troubleshooter o Grant this service account access to project
(optional)
B Policy Analyzer . .
Grant this service account access to Message Retraction so that it has permission
B organization Poliies to complete specific actions on the resources in your project. Learn more
B — Condition "

2 seenhmome ( s

= [rypetofitter
B Workload Identity Federation
@ Labels Ops Config Browser

Monitoring Editor
> Tags or

rganization Policy

& Settings Other Viewer

Proximity Beacon
F identityAware Procy m

Pub/Sub
= Roles Pub/SubLite
= Auditlogs MANAGE ROLES
@ Assetinventory [T
&  Essential Contacts
25 Groun




15. Once the role is assigned, click the DONE button to complete the setup:

Google Cloud Platform 2 Message Retraction v Q  Search products and resources
8 IAM & Admin Create service account
2 1AM

@& Service account details
Identity & Organization ‘
Policy Troubleshooter o Grant this service account access to project
(optional)
Grant this service account access to Message Retraction so that it has permission
to complete specific actions on the resources in your project. Learn more

B Policy Analyzer

B Organization Policies
Role Condition _
©3  Service Accounts [ Owner ~ add condition L]
Full access to all resources.
5. Workload Identity Federation
@ Labels + ADD ANOTHER ROLE
3 Tags
CONTINUE
£ Settings
©  Privacy & Security © Grant users access to this service account (optional)
& Identity-Aware Proxy
m caNCEL
= Roles
= AuditLogs

16. Once the role assignment has been saved, you will be returned to the API
credential configuration console. Click the newly created service account to
configure the Domain-wide delegation:

‘Google Cloud Platform & Message Retraction ~ Q Search products and resources

API APIs & Services Credentials ~+ CREATE CREDENTIALS W DELETE

i+ Dashboard Create credentials to access your enabled APls. Learm more

i Library
i

A Rememberto configure screen with i i your application. CONFIGURE CONSENT SCREEN
o Credentials e
i  OAuth consent screen AP Keys
Domain verification [] Name Creation date - Restrictions. Key Actions

=, Pageusage agreements No APl keys to display

OAuth 2.0 Client IDs

] Name Creation date Type Client ID Actions

No OAuth clients to display

Service Accounts Manage service accounts
O Email Name 1+ Actions

[m} g i gmail g iam. Message Retraction Service Account R




17. In the Detail of the service account, click the SHOW ADVANCED SETTINGS option
to expose the advanced configuration options:

Google Cloud Platform 8 Message Retraction v Q  Search products and resources

e IAM & Admin & Message Retraction Service Account
DETAILS PERMISSIONS KEYS METRICS LoGS
° 1AM
Identity & Or i " "
©  identity & Organization Service account details
9, Policy Troubleshooter Name
Message Retraction Service Account SAVE ]
B Policy Analyzer
B Organization Policies { Area 1 Message Retraction SAVE ]
3 Service Accounts Email
iam com
©  Workload identity Federat
Unique 1D Save this Unique ID, it will be required in the next step
@ Labels 256 X )
of the configuration
»  Tags .
. Service account status
%% Settings Disabling your account allows you to preserve your policies without having to delete it.
@ Privacy & Security @ Account currently active
= Identity-Aware Proxy DISABLE SERVICE ACCOUNT
= Roles
= AuditLogs
4 Assetinventory [IE]

Note: Write down the Unique ID value as this information will be required in the
configuration of the domain-wide delegation configuration in the Google
Workspace configuration in the next step.



18. In the ADVANCED SETTINGS, click the VIEW GOOGLE WORKSPACE ADMIN
CONSOLE button to configure the Domain-wide delegation. This will open a new
window to the Google admin console:

Platform Message Retraction ~ Q  Search products and resources

e IAM & Admin & Message Retraction Service Account

DETAILS PERMISSIONS KEYS METRICS LoGs
2 1AM
©  Identity & Organization N

Service account status
A, Policy Troubleshooter Disabling your account allows you to preserve your policies without having to delete it
B Policy Analyzer @ Account currently active

DISABLE SERVICE ACCOUNT

Organization Policies

©1  Service Accounts L .
Domain-wide Delegation

[  Workload Identity Federat.
4 Craningth i access to your datavia
% Labels z ] .
by disabling or deleting the service account or by removing access
»  Tags through the Google Workspace admin console.
LEARN MORE
% Settings

©  Privacy & Security Client ID: 104712204734747157256 1)

Identity-Aware Proxy EW GOOGLE WORKSPACE ADMIN CONSOLE 2

= Roles
Google Workspace Marketplace OAuth Client
Audit Logs
o Creating this OAuth clent is necessary to support Google Workspace
Assetinventory [IET] in-wide installation and should ith cauti
Google Workspace Marketplace may grant permissions to all OAuth

(@  Essential Contacts clients in your project. This can only be reversed by disabling or deleting

the service account.
2t Groups

LEARN MORE

@, Early Access Center

& quotss @ A OAuth consent screen must be configured in order to create an OAuth
client.

E3  Manage Resources
CONFIGURE

Release Notes

A HIDE ADVANCED SETTINGS




>> Access and data control:

= Google Admin

(@ Home
OF Dashboard

&, Directory

» O Devices

Apps

~ @ security
Overview
Alert center

» Authentication

+ Access and data control

Context-Aware Access
Data protection

Google Session control

Google Cloud session
control

Less secure apps
» Security center
» 1le Reporting
» B Bsilling
» @ Account
@ Rules

&  gmail-message-..json A

/~a\ Demo Corporation

\J292 /" Welcome to the Google Workspace Admin Console

2 Users Manage A

Active
Add a user

Delete a user

Update a user's name or email

Create an alternate email address (email alias)

G Product updates Viewall A

Manage Gmail IMAP controls by group 06:30 AM
in the Admin console

Set user language programmatically ~ 02:12 AM
with the Directory API

Admins can install Google Workspace Dec 8
Marketplace applications for specific
groups

Updated user interface for the App Dec
Access Control panel in the Admin
console

B Billing Manage

Manage subscriptions
Payment accounts

Get more services

® Domains Overview
Primary domain
som edemocorp .com

Manage domains
Add a domain

Ghange your primary domain

19. In the Google Admin Console, access the API controls by navigating to Security

Enhance context-aware access
with partner signals

Partners like Lookout
provide rich device insights

you can use to ensure only
authorized devices access
Yyour organization's data.
Learn more

ENABLE PARTNER INTEGRATION  DISMISS

Enable advanced mobile management

Protect Google Workspace data with strong
device controls

LEARN MORE SKIP
Tools

Google Workspace Status Dashboard

Data Export

Transfer tool for unmanaged users

(=]
Q

Google Meet video setup

®

Google Workspace Marketplace

Get help from a partner

The Google Workspace Referral
Program

@ 9

Show Al X




20. In the API controls, navigate to the Domain wide delegation section and click the
MANAGE DOMAIN WIDE DELEGATION link to add the service account:

= Google Admin Q  search for users, groups or settings
- @ securty Security > APIControls
MANAGE GOOGLE SERVICES MANAGE THIRD-PARTY APP ACCESS
Overview
Alert center
API controls
» Authentication .
Settings Show this message if a user tries to use an app that can't access restricted Google
services
~ Access and data control
Use these controls to enable or - aracters limit)
API controls restrict access to Google
Workspace APIs for customer- Area 1
Context-Aware Access owned and third-party applications
and service accounts. Reduce the
Data protection risk associated with third-party
access to Google Workspace APl
Google Session control by limiting access to only trusted [ Block all third-party API access
apps. Requests by third-party apps are denied access to Google Workspace data and
Google Cloud session end user data. This setting blocks all OAuth scopes, including sign-in scopes.
control Leam more

Less secure apps

Trust interal, domain-owned apps
» Security center Internal, domain-owned apps will be exempt from accessing OAuth scopes that
are restricted or blocked
» 1ls Reporting
» B siling Apps you trust on the Google Workspace Marketplace, Android, or i0S allowlist are
trusted on your App trol list.
» @ Account

@ Rules CANCEL SAVE

Show less
Domain wide delegation

Developers can register their web applications and other AP clients with Google to enable access to data in Google
[D send feedback services like Gmail. You can authorize these registered clients to access your user data without your users having to
individually give consent or their passwords. Learn more

©2021 Google Inc
Terms of service - Billing terms
Privacy Policy

8  gmail-message-..json A Show Al X




21. In the Domain-wide Delegation configuration panel, click Add new to add a new
client ID:

= Google Admin Q  search for users, groups or settings

Security > APIControls > Domain-wide Delegation

(@ Home

-
98 Dpashboard @  Developers can register their web applications and other AP clients with Google to enable access to data in Google services like Gmail. You can GOTIT
authorize these registered clients to access your user data without your users having to individually give consent of their passwords.

&, Directory

» O Devices

API clients Download client info

Apps

+ Add afilter
~ @ security

Overview Name Scopes
Alert center
» Authentication
+ Access and data control
AP controls
Context-Aware Access

Data protection

Google Session control

Google Cloud session
control

Less secure apps
» Security center
» 1le Reporting
» B Bsilling
» @ Account
@ Rules

Rows perpage: 10 Page 1of 1

show less




22.In the Add a new client ID configuration dialog box:

e Enter your client ID (this is the Client ID saved from the previous step)
e Enter the following OAuth scopes:

i
ii.
iii.
iv.
V.

https://www.googleapis.com/auth/admin.directory.user.readonly
https://www.googleapis.com/auth/admin.directory.group.readonly
https://www.googleapis.com/auth/admin.directory.user.alias.readonly
https://www.googleapis.com/auth/gmail.labels
https://mail.google.com/

Add a new client ID

<client|D>
D Overwrite existing client 1D @
X

https://www.googleapis.com/auth/admin.directory.|

X
https://www.googleapis.com/auth/admin.directory.

CANCEL  AUTHORIZE

e Click AUTHORIZE to complete the configuration



23. Return to the GCP Console and click the Service Accounts configuration option to
return to the service account screen:

‘Google Cloud Platform Gmail Message Retraction v Q  Search products a
e IAM & Admin & Message Retraction Service Account
DETAILS PERMISSIONS KEYS METRICS LoGs
48 1AM
©  Identity & Organization = M &
Unique 1D
2, Policy Troubleshooter bes

B Policy Analyzer
Service account status

B Organization Policies Disabling your account allows you to preserve your policies without having to delete it

3 Service Accounts @ Account currently active
©  Workload Identity Federat.. DISABLE SERVICE ACCOUNT
@ Labels
Domain-wide Delegation
» Tags
4 Granting i o your data via
£ Settings domain-wide delegation should be used with caution. It can be reversed
by disabling or deleting the service account or by removing access
@  Privacy & Security through the Google Workspace admin console.
LEARN MORE
Identity-Aware Proxy
= Roles
Client ID: 104712204734747157256 Q)
= AuditLogs

VIEW GOOGLE WORKSPACE ADMIN CONSOLE 2

< Assetinventory m
Google Workspace Marketplace OAuth Client

(E  Essential Contacts
A Creating this OAuth clent s necessary to support Google Workspace

Groups d should
Google Workspace Marketplace may grant permissions to all OAuth
&, Early Access Center clients in your project. This can only be reversed by disabling or deleting
the service account.
=  Quotas
LEARN MORE
[3  Manage Resources
Release Notes @ A0 OAuth consent screen must be configured n order to create an OAuth
client

<a CONFIGURE




24. From the Service account configuration panel, you will need to create an API key,
click the | button on the right side of the service account and select Manage
keys:

Google Cloud Platform Message Retraction v Q  Search products and resources
O 1M & Admin Service accounts + CREATESERVICEACCOUNT [ DELETE  +8 MANAGE ACCESS
+2 1AM ;- . ") PP

Service accounts for project "Message Retraction’
©  Identity & Organization Aservice account represents a Google Cloud service idenity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn more about service accounts.
Organization 10 secure service its and features, such as automatic IAM Grants, key creation/upload, or the creation of service accounts entirely. Learn more:
A Policy Troubleshooter about service account organization policies.
B Policy Analyzer
= Filter Enter property name or value o m
B Organization Policies
O eman Status Neme 4 Description KeylD  Keycreationdate  Domain wide delegation @ Actions
o1  Service Accounts O o3 messageretraction-service- o Message Area1 No Enabled H
acc@message- Retraction Message keys View Client|
% Workload Identity Federation retraction.iam. gserviceaccount.com Service. Retraction Manage details
Account
9 Labels Manage permissions
Manage keys
> Tags
View metrics
Settings
& View logs
Privacy & Security Disable
Identity-Aware Proxy Delete

= Roles




25. In the Keys configuration panel, create a new key by selecting the Create new key
option under the ADD KEY dropdown:

Google Cloud Platform 8 Message Retraction v Q  Search products and resources

9

IAM & Admin <& Message Retraction Service Account

am DETAILS PERMISSIONS KEYS METRICS Loes

Identity & Organization Keys

Policy Troubleshooter A keys could risk if iised. We recommend you avoid downloading service account keys and instead use the Workload Identity Federation . You

can learn more about the best way to authenticate service accounts on Google Cloud here ..
Policy Analyzer

m 2, 0 »

5 Add a new key pair or upload a public key certificate from an existing key pair
Organization Policies

Block servi itkey i -
3 Service Accounts Leam more about setting organization policies for servic
% Workload Identity Federation ADD KEY ~
Create new key Key creation date  Key expiration date
> Tags Upload existing key
% Settings
©  Privacy & Security

26. Create the private key using the JSON format and click CREATE to generate the
key.

Create private key for "Message Retraction Service Account”

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type

@® JSON

Recommended

Q Pz

For backward compatibility with code using the P12 format

CANCEL CREATE

Note: Save the key in a secure location as it allows access to your cloud resources
Note: This key will need to be shared with Area 1 as part of the configuration
process in the next step.



Step 2: Sharing the Service Account JSON Key with Area 1

The Private Key that was generated in the previous step needs to be uploaded to Area 1
so retractions can be executed.

1. From the Email Configuration page, navigate to the RETRACTION SETTINGS
portion of the configuration, select the Authorize Gmail option.

A\ AREA1 HORIZON Q 9 |:|

DOMAINS & ROUTING
Gmail Authorizations

EMAIL POLICIES AUTHORIZED DOMAINS COMMENTS

ALLOW LIST
- No results to display -
BLOCK LIST

ENHANCED
DETECTIONS

RETRACT SETTINGS

Authorize 0365

[rucnorize st |

Auto-Retract



2. Click the + New Authorization button to upload the JSON private key.

Add Authorization

RETRACTION-PRIVATEKEY . JSON

JSON FILE (&

COMMENTS

DOMAINS B domain.con

+ save

Click into the AUTHORIZATION DATA (JWT) box and select the JSON private key
file.

Under the Domains section, specify which domain this private key belongs to.
Click +Save button to save the configuration

A\ AREA1 HORIZON Home  Email  Web  Landscape Q search.. 9 o

Email Configuration  Web Config  Network Devices  Users and Actions  SSO  Directories  Subscriptions  Service Accounts  Delegated Accounts

DOMAINS & ROUTING
Gmail Authorizations

EMAIL POLICIES AUTHORIZED DOMAINS COMMENTS
ALLOW LIST domain. com Corporate Domain
BLOCK LIST

ENHANCED

DETECTIONS

RETRAGT SETTINGS

Authorize 0365

Authorize Gmail

Auto-Retract




Step 3: Configure Auto-Retraction Actions in Area 1 Horizon

In the Area 1 Portal, you will need to configure the auto-retraction behavior for each
disposition. Note that automatic retraction is not available when Area 1 is deployed as MX.
From the Email Configuration page, navigate to the RETRACTION SETTINGS portion of

the configuration:

1. Click the Auto-Retract option on the left navigation bar to access the retraction
behavior setting. By default, no actions are taken against any of the dispositions.
To modify the behaviors, click the Edit button:

A\ AREA1 HORIZON

DOMAINS & ROUTING

Manage automatic retract (clawback) settings here. Use this feature when you are delivering messages to Area 1
EMAIL POLICIES using BCC or Journaled mechanisms. Messages matching your selected disposition(s) will get automatically moved to
the folders you specify below.

ALLOW LIST
SOFT DELETE (USER HARD DELETE (ADMIN
BLOCK LTST DISPOSITION NO ACTION TRASH JUNK EMAIL RECOVERABLE) RECOVERABLE)
Malicious
ENHANCED
DETECTIONS
Spam
RETRACT SETTINGS Bulk
Authorize 0365
Authorize Gmail Suspicious
Spoof

Phish Submission Response

o With Phish Submission Response enabled, Horizon will automatically retract messages reported by your
users that are found to be malicious. This feature uses machine learning margin scores by adding the
user as an additional neuron into our neural network

Note: You must be an Area 1 Horizon Enterprise customer in order to access the
RETRACTION SETTINGS configuration panel. If the setting is not available,
please contact customer support at support@arealsecurity.com.



2. Select the appropriate remediation behavior for each dispositions and save your

selection by clicking the Update Auto-retraction Settings:

3. Once saved, the configuration table will update with the selected behaviors:

A\ AREA1 HORIZON Home

Email Configuration
DOMAINS & ROUTING

EMAIL POLICIES
ALLOW LIST
BLOCK LIST
ENHANCED

DETECTIONS

RETRACT SETTINGS
Authorize 0365
Authorize Gmail

Auto-Retract

Web Config

Change Auto-retract Settings

MALICIOUS Trash
SPAM Junk Email
BULK Junk Email
SUSPICIOUS No Action
SPOOF No Action

Update Auto-retract Settings

Email  Web  Landscape Q search. 9 o

Network Devices  Users and Actions ~ SSO  Directories  Subscriptions  Service Accounts  Delegated Accounts

Manage automatic retract (clawback) settings here. Use this feature when you are delivering messages to Area 1
using BCC or Journaled mechanisms. Messages matching your selected disposition(s) will get automatically moved to
the folders you specify below.

Auto-retract

SOFT DELETE (USER
RECOVERABLE)

HARD DELETE (ADMIN

DISPOSITION RECOVERABLE)

O ACTION TRASH JUNK EMATL
Malicious - = - -
Spam - - - -
Bulk - - - -

Suspicious - - - -

spoof - - - -

Phish Submission Response

a»

With Phish Submission Response enabled, Horizon will automatically retract messages reported by your
users that are found to be malicious. This feature uses machine learning margin scores by adding the
user as an additional neuron inte our neural netwerk.




Step 4: Adjust the Hop Count in Area 1 Horizon

Since Area 1is not configured as the MX record for your domains, you will need to adjust
Area 1's position (hop count) relative to Area 1's position in the email processing order.
From the Email Configuration page, under DOMAIN & ROUTING, select the Domain
option and verify the position:

A AREA 1 HORZON Q ©

DOMAINS & ROUTING
All Domains

slert Webhooks
DOMAIN FORWARDING TO POSITION RESTRICTED IPS s

Inbound
google.com MX Record o I:l
Qutbound

Partner Domains TLS

EMAIL POLICIES

ALLOW LIST

BLOCK LIST

ENHANCED

DETECTIONS

RETRACT SETTINGS



e For standalone Gmail only deployments, the value should be set to 2. To update

the hop count, click the ... button on the right side of the domain you want to
update and adjust the Hops count to 2. Then, click the Update Domain button to

update the configuration.

Edit Domain

DOMAIN
CONFIGURED AS
FORWARDING TO

IP RESTRICTIONS

INBOUND TLS

OUTBOUND TLS

QUARANTINE POLICY

company . com
O MX Records

google.com

D

FORWARD ALL
MESSAGES OVER TLS

O

_ Spam

Malicious

_] Suspicious
O Spoof

® Hops 2

Note: If you have an existing SEG deployed as the MX record, you will need to

adjust the hop count accordingly. Please contact Support if you need any
assistance identifying the correct hop count.
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Step 5: Configure Bcc or Journaling in Google Workspaces

In order for Area 1 Horizon to be able to automatically retract messages, copies of the
inbound messages must be sent to Area 1 for inspection. Note that automatic retraction is
not available when Area 1 is deployed as MX. Messages can be sent to Area 1 using a Bcc
compliance rule or message journaling method.

Configure Bcc Compliance Rule

1. To configure the Bcc compliance rule, start from the Gmail Administrative
Console and access the Compliance configuration option:

= Google Admin Q,  Search for users, groups, and settings (e.g. contact support)

Apps > G Suite > Settings for Gmail 2]

7 EDIT SERVICE

Configure spam, phishing and malware features

Compliance

Configure compliance features

Advanced settings »

Access other settings for controlling mail flow for the domain.




2. In the Compliance section of the configuration, navigate down the list and click
the CONFIGURE button the right of the Content Compliance section:

= GDOQ'Q Admin Q_  search for users, groups or settings

Apps > Google Workspace > Settings for Gmail > Compliance

Appena rooter €T Up OUTDOUNG TOOTET TEXT TOF IEgal COMPNANCE, INTOFMATIONa! OF ProMOUONal FeqUIreMents.
CONFIGURE
M Gmail @ Chanoes may take up to 24 hours to propagate o allusers
Prior changes can be seen in Audit log
Status
ON for everyone Restrict delivery Restrict the domains that your users are allowed to exchange email with.
CONFIGURE

Organizational Unit
0 Changes may take up to 24 hours to propagate to all users.
Prior changes can be seen in Audit log

Search for organizational units
- — Content compliance Configure advanced content filters based on words, phrases or patterns.

@ Changes may take up to 24 hours to propagate o all users
Prior changes Gan be seen in Audit log

CONFIGURE

Objectionable content Configure content filters based on word lists.
CONFIGURE
@ Changes may take up 10 24 hours to prapagate to al users
Prior changes can be seen in Audit log
Attachment compliance Configure attachment filters based on file type, file name and message size.
CONFIGURE

@  Chanoes may take up to 24 hours to propagate o all users
Prior changes can be seen in Audit log

Secure transport (TLS) compliance

3. In the Configuration dialog that appears, configure the Bcc compliance rule as
follows:

4. Add and name the “Content Compliance” filter: Area1- Bcc

5. Select “Inbound” for messages to affect

Add setting

Content compliance Learn more

Area 1 - Bee

1. Email messages to affect
Inbound

D Outbound

D Internal - Sending

[C] internal - Receiving

6. Add the recipients that will have their messages Bcc'd to Area 1



a. Click “Add” to configure the expression
b. Select “Advanced content match”
i.  For Location, select “Headers + Body”
i. For Match type select “Matches regex”
ii. For Regexp enter “*” (without quotes)
1. You can customize the regex as needed and test within the

admin page or on sites like https://regexr.com/.

Add setting

Advanced content match

Location

Headers + Body

Match type

Matches regex

Regexp Learn more

_*
Enter sample data No match

Regex Description

Optional

Minimum match count

Optional

Enter number of matches

CANCEL SAVE

iv.  Click SAVE to save your settings

7. In section “3. If the above expressions match, do the following” make the following

changes.
a. Under Also deliver to check "Add more recipients”


https://regexr.com/

Under Recipients click “Add”

Change the setting to Advanced

Under Envelope recipient check “Change envelope recipient”

Under Replace recipient add the recipient bcc address. E.g.

bcc_recipient@mxrecord.io

1. This address is specific to each customer tenant and can be

found in your Portal at
https://horizon.arealsecurity.com/support/service-addresses

If you are located in the EU or GDPR applies to your
organization, replace the “@mxrecord.i0” domain in the bcc
recipient with “@mailstream-eul.mxrecord.io”, this will force
email to be processed in Germany under compliance with

GDPR. E.g. bcc_recipient@mailstream-eul.mxrecord.io


mailto:bcc_recipient@mxrecord.io
https://horizon.area1security.com/support/service-addresses
mailto:bcc_recipient@mailstream-eu1.mxrecord.io

Edit setting

Advanced

Apply the above modifications, plus the following:
Route

D Change route

Envelope recipient
Change envelope recipient

@ Replace recipient

bcc_recipient@mxrecor
d.io

O Replace username

Enter new username

O Replace domain

Enter new domain

CANCEL SAVE

v. Under Spam and delivery options uncheck “Do not deliver spam to
this recipient”
vi.  Under Headers check "Add X-Gm-Spam and X-Gm-Phishy headers”



Edit setting

O Replace domain

Enter new domain

Spam and delivery options

D Do not deliver spam to this recipient

Suppress bounces from this recipient

Headers

D Add X-Gm-Original-To header
Add X-Gm-Spam and X-Gm-Phishy headers

D Add custom headers

Subject

D Prepend custom subject

Attachments

D Remove attachments from message

CANCEL SAVE

vii.  Click SAVE to save your settings

8. Scroll to the bottom and select “Show options”
a. Under Account types to affect check “Groups”



Add setting

Encryption (onward delivery only

D Require secure transport (TLS)

Hide options
A. Address lists

D Use address lists to bypass or control application of this setting

Bypass this setting for specific addresses / domains

Only apply this setting for specific addresses / domains

B. Account types to affect

Users
Groups

D Unrecognized / Catch-all

C. Envelope filter

D Only affect specific envelope senders

D Only affect specific envelope recipients

CANCEL SAVE

b. Click SAVE to save your settings



Manual Message Retraction

When retraction is enabled, this also allows you to manually retract messages that were
not automatically retracted, for example a message was inadvertently sent to a few
recipients and you’ve been requested to remove the message from their inbox.

1.

To manually retract a message, you will first need to find the message to retract.
Access the Mail Trace search function by clicking the Search bar on top of the
portal and using the dropdown to change the search type to Mail Trace:

A AREATHORIZON ~ Q Detection Search Date Range: x

Lot e ]

This will update the search dialog and allow you to search for the messages to
retract, once you have entered the correct search parameters, you will be
presented with the messages that match the search criteria. To retract a single
message, click the ... icon associated with the message and select the Retract
option. If you'd like to retract multiple messages, you can select the messages in
question by clicking the associated checkbox on the left side of the results:

A AREATHORZON  Q Subject: Date Range: x

Recipient sender: Message ID

a DATE/DISPOSITION SUBJECT SENDER/RECIPIENT(S)

85/11/21 14:28 PDT Sender: dmarc-operationsfarealsecurity.com

(m] 21:20-28218511 testing waugh
NO DETECTION Recipient(s): rsa2020demo@nophishingusr nam
©5/11/21 14:1@ PDT Sender: dmarc-operationsfarealsecuri

[} 21:10-26210511 testing congressist . )
NO DETECTION Recipient(s): rsa2020demo€nophishing

©5/11/21 14:0@ PDT Sender: d.mazc—ope[at)cnﬁ@alealsecuzll:l

(m] Life is like a box of chocolates Pearl..
m Recipient(s): rsa2020demo@nophishingway.com

85711721 1409 POT Sender: g tionsfarealsecurity.com




where you want to retract the message:

AAREATHORZON — Q Mail Trace Subject: (substring)

Recipient: (exact) Sender: (exact)

DATE/DISPOSITION SUBJECT

85/11/21 14:28
21:20-20218511

testing waugh

NO DETECTION

85/11/21 14:18

NO DETECTION

85/11/21 14:e0

SUSPICIOL

05/11/21 14:00

NO DETECTION

85/11/21 13:58

NO DETECTION

@5/11/21 13:40

NO DETECTION

21:18-28210511 testing congressist

Life is like

the message into:

BOT O Inbox

-20218%
O Junk Email

QO Trash
20:50-208218%
O soft Delete (User Recoverable

@ Hard Delete (Admin Recoverabl
20:40-20210¢

Select a destination mail folder to move

3. Clicking the Retract action, will bring up a dialog giving you the option to decide

Date Range: 5/11/2021 12:88AM —

Message ID: (exact)

SENDER/RECIPIENT(S)

Sender: dmarc-operationsfarealsecurity.com

Recipient(s): rsa2020demo@nophishingway.com

Sender: dmarc-operationsfarealsecurity.com

ipi 20

5): ishingway.com
rationsfarealsecurity.com

2020demo@nophishingway .com

rationséarealsecurity.com

2020demo@nophishingway.com

rationsarealsecurity.com
2020demo@nophishingway .com

)

e) rationsarealsecurity.com

2020demo@nophishingway . com

THIS ACTION CANNOT BE UNDONE AND MAY TAKE UP

TO 30 SECONDS TO COMPLETE
@5/11/21 13:30

85/11/21 13:30

NO DETECTION

85/11/21 13:20

NO DETECTION

@5/11/21 13:19

NO DETECTION

Life is like

20:30-20218511 testing religion

208:20-20218511 testing screamer

20:10-20210511 testing Naharvali

Cancel Retract 1 message

rationsarealsecurity.com

2020demo@nophishingway .com

<+ —u-w —.orationsfarealsecurity.com

Recipient(s): rsa2020demofnophishingway.com

Sender: dmarc-operationsfarealsecurity.com

dpient(s): rsa20 ishingway.com

Sender: dmarc-operations@arealsecurity.com

Recipient(s): rsa2020demognophishingway.com




4. Once you click the Retract Message button, if the message was successfully
retracted, you will receive a positive confirmation on the lower right corner of the
Portal:

AAREATHORZON ~ Q Mail Trace Subject: (substring) Date Range: 5/11/2021 12:80AM - --/ - X
Recipient: (exact) Sender: (exact) Message ID: (exact)
O DATE/DISPOSITION SUBJECT SENDER/RECIPIENT(S)

®
8
&
s
B
e
8
=
2
E

Sender: dmarc-operationsfarealsecurity.com

] 21:28-26210511 testing waugh L
NO DETECTION Recipient(s): rsa2020demo@nophishingway.com

s
g
8
£
s
s
2
g

Sender: dmarc-operations@arealsecurity.com

[m] 21:18-26210511 testing congressist .
NO DETECTION t(s): rsa20 ishingway.com

85/11/21 14:e@ PDT Sender: dmarc-operations@arealsecurity.com
(] Life is like a box of chocolates Pearl... R

m ient(s): rsa20 ishingway.com

©5/11/21 14:80 PDT Sender: dmarc-operationsfarealsecurity.com
(] 21:00-20218511 testing Acipenseroidei .

NO DETECTION Recipient(s): rsa2020demognophishingway.com

©5/11/21 13:50 PDT Sender: dmarc-operationsfarealsecurity.com
(m] 20:50-20218511 testing apathistical .

NO DETECTION Recipient(s): rsa2020demo€nophishingway.com

©85/11/21 13:48 PDT Sender: dmarc-operationsfarealsecurity.com
(m] 26:40-20218511 testing uncolleged o

NO DETECTION Recipient(s): rsa2020demo@nophishingway.com

©85/11/21 13:38 PDT Sender: dmarc-operationsfarealsecurity.com
(m] Life is like a box of chocolates Pearl... .

m Recipient(s): rsa2020demo@nophishingway.com

85/11/21 13:38 PDT Sender: dmarc-operations€arealsecurity.com
O 206:309-28218511 testing religion .

t(s): rsa20 ishingway.com

@5/11/21 13:28 PDT Sender: dmarc-operationsfarealsecurity.com
(] 20:20-20218511 testing screamer

NO DETECTION Recipient(s): rsa2020demognophishingway.com

85/11/21 13:18 PDT Sender: dmarc-opq
20:18-20210511 testing Naharvali . The message was successfully retracted
NO DETECTION Recipient(s): rs.




