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Area 1 Security Admin Quarantine
configuration guide



Admin Quarantine:

Selecting the disposition that you want to quarantine:

This can be configured under Settings > Email Configuration > Domains
Edit: Click on 3 dots against the domain that you want to configure admin quarantine for
Choose the disposition that you want to enable quarantine for and hit the ‘Update Domain’
button.
e Enabling quarantine is hierarchical. For example: you cannot enable ‘Spam’ alone, if you
enable spam everything above such ‘malicious’ will also be enabled. Similarly, if you enable
‘Spoof’ everything above spoof will be enabled. Malicious is the only disposition that can be
enabled standalone.
Please note that quarantine needs to be configured manually per domain.
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Working with admin quarantine:

e Navigation: Settings > Email > Admin Quarantine
e We can preview the quarantined email, release them from quarantine
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Release from quarantine:

Click on the 3 dot tab against the sample:

SUBIEC]

Ahere do you want your businesz

to be 3 months from now?

CIS) Mational Virtual Summit -

Bazoma & Trnought Leadar!

CIS0 Nalional Virlua,

HEASEHE

URARE failure for domain
keomktg[dot]cam with
quarantine

tin

el By

arealsecurity.com with de
SPAN

DEARC tailure tor domain
apexassenbly[dot]com with
policy=guarantine

Emarl guarantined by
configuration f anatln

arealsecurity.con with de
SPAN
DFARE Tailure Tor domain

tection



M AREA T HOREON Fome Email Web Lardscaze Fhishuard= & Search g & 9 a a8

Dwerview Detections

n Quarantine  User ketivity  Detection Details Last

Admin Quarantine

TOTAL EMAILS QUARANTIMED

4 090 N -3351%
' Pravious G, 151

Admin Quarantine [ Fuiser |

a DATE CONVEESATION SUBJECT HEASONS Load

URGENT PO

18/28/28 F1:49 From: Tenes algo para wender? Te 10 greal.com with detection SPAN
jehndatacenterdB26fiutancia.co  Compramos Mossage matched spam
n signature
To: ZPAN . IPPolicy. IPReputat lon
cfriasPareal .com Solector is & source of

spanfuce : Satp-Helo-Server-
Ip=281.231.1080dot | 124

18/20728 21:48 From: CIMCISO Virtual West Summit: DHARC failure for desmain
event sRapexassenbly . com 4 Thought Lesdership! apexassenbly|dot Jcom with
To: policy=quarantine
chrisfarealsecurity.com Email guarantined by

configuration for domsin

Confirm if you want to release the quarantine:
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Multiple messages can be released from quarantine at once:
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Messages appear to the user as if they had received them normally when released.



